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Privacy is one of the most valued concepts in all societies, cultures and religions. The value of privacy has taken the normative expression in the “right to privacy”. In one form or another, it is recognized in modern legal systems and international human rights.
 But the long standing and almost universal value of privacy does not mean that it is conceived in the same way everywhere. Indeed, there has been much debate about the meaning, analysis, elements and scope of privacy among scholars of various fields
 and in the jurisprudence of different jurisdictions. What I am going to present here is not to repeat what is said in Western extensive literature on the issue; the distinguished scholars present here are all familiar with this much more than I am. I think it might be of interest to give a sketchy account of the status of privacy in Islamic jurisprudence and Iranian legal system. The relationship between these two is clear. Islamic jurisprudence is the main source of Iran’s legal system. According to an underlying principle in Iran’s constitution, “all civil, criminal, financial, economic, administrative, cultural, military, political, and other laws and regulations must be based on Islamic criteria. ….”
 On the other hand, Islamic jurisprudence serves to fill any gap that might be found in applying the law to cases that come before courts. Again the Constitution provides that, “the judge is bound to endeavor to decide each case on the basis of the codified law. In case of the absence of any such law, he has to deliver his judgment on the basis of authoritative Islamic sources and authentic fatwas.”
 
My presentation has two parts. First, I will deal with privacy in Islam and second with privacy in Iranian legal system. I will be as brief as possible.

A. Privacy in Islam
Islam accords a  special place to the private life of the individuals and gives a sanctity-like importance to privacy. Though an equivalent term of privacy is not found in Islamic texts, examining these texts leads one to the conclusion that Islam strongly protects various dimensions of privacy. The same can be said about Iranian legal system: such term as privacy does not appear in the Constitution or other laws, but there are many legal provisions relating to aspects of privacy. As the following will show, what is protected in Islamic teachings is much broader than that protected in Iranian legal system. Islamic texts cover several prohibitions taken together constitute a firm foundation for the protection of individual’s privacy. These prohibitions include: 1. prohibition of suspicion about people; 2. prohibition of spying; 3. prohibition of backbiting; 4. prohibition of entering other people’s houses without permission.

The limited space of this presentation does not allow me to discuss all these prohibitions in detail. I will just offer some important preliminary remarks which represent my own understanding of the prohibitions and my aim is to show that we can have a fresh look at them in the light of the modern concept of privacy and the human right to privacy. I will discuss the first three prohibitions together since they are closely interrelated and deal with the last one separately.   

Before addressing the prohibitions, it is necessary to point out that they seem to rest on two underlying principles; that is, the principle of “no coercion in religion” and the principle of “no authority over others”. The first principle provides the basis of Islam’s as well as other religions’ mission. Islam is not something to be imposed on human beings; forced adherence to Islam contradicts the very nature of religion which deals with the minds and hearts of the people. Thus, it is explicitly stated in the Qur’an that “There is no coercion in religion”. All people are simply invited to embrace Islam. The true Islam is the one that has roots in people’s innerselves. This principle is of utmost importance and relevancy in the discourse of privacy. Private sphere of one’s life is immune of coercion. Muslims are not allowed to control what is going on in this sphere. Any interference in private life of others in the name of enforcing religious rules and injunctions is not allowed. The second principle establishes a presumption in favor of individual’s liberty; no one may, in principle, exercise authority over others and stand in the position of deciding for them. Interference with privacy is exercising control and authority over the ones their privacy is being violated. These two principles have a dual function: on one hand, they prohibit individual as well as collectivity of Muslims from interfering in the affairs of others, and, on the other hand, they set the basic principle against which cases of doubt must be resolved. If in a given situation there is a doubt as to the legitimacy of interference, the principle prevails and supports non interference. In other words, interference with privacy is the exception which requires proof and not vice-versa. 
I. Prohibition of Suspicion, Spying and Backbiting
There is a verse in the Qur’an which expressly prohibits suspicion, spying and backbiting:

“O you believe! Avoid much suspicion; indeed, some suspicions are sins. And spy not, neither backbite one another. Would one of you like to eat the flesh of his dead brother? You would hate it. And fear Allah. Verily, Allah is the one who forgives and accepts repentance, Most Merciful.” (49:12)
This verse has three interrelated parts. The first part advises the believers to avoid much of suspicion. Suspicion is the cause and source of spying. By prohibiting suspicion, the root of spying is dealt with. Suspicion is harmful to the very life in society. Society is based on trust and good faith. Suspicion spoils the relations among people and between government and people.
 The word “tajassos” which is here translated as spying means looking for other people’s affairs. Backbiting is to mention the faults and shortcomings of people to others in their absence. So, suspicion, spying and backbiting form a chain of behavior. The third part provides a moral justification for the prohibitions. It makes recourse to intuition: eating the flesh of a dead brother is hateful. The behavior chain deprives others from their personhood and by violating their reputation and personality assumes them as dead. One’s life is dependent on his/her reputation, dignity and social personality; violating these is tantamount to killing and destroying people’s lives.

Much can be drawn from this verse. Here are some points:

1. The verse is phrased in terms of orders to believers. This means that believers are under a duty and obligation to refrain from the prohibited acts. Therefore, the verse implies a right for everyone not to be subject to forbidden acts. Indeed, this is the right of others that imposes a corresponding obligation and duty on others. In other words, the obligation is imposed to protect the right of others. If there were no such a right, the obligation loses its sense. All are entitled to be free from suspicion, spying and backbiting. This leads one to conclude that Islam recognizes the right to privacy. 
2. The addressees of the prohibitions are the believers. The duty bearers are those who believe in Islam. Using the plural noun implies that the duty is imposed on individual believers as well as believers as a whole. So, the duty is not confined to relations between individual believers. The community of the believers, the Islamic society, Islamic state and government are also addressed by the verse.
 All believers, whether they are individuals, state organs or agents, officials, law-makers, policy and decision makers, or law enforcement agents, must comply with the orders.
  

3. The verse does not mention those whom Muslims must not suspect, spy or backbite. Therefore, it cannot be construed to accord rights only to the believers. Rather, they include as right holders both believers and non-believers, Muslims and non-Muslims. This is because moral obligations have universal application.
 Thus, the prohibitions are absloute as to those who may be subject to the prohibited acts. The obligations are owed to all human beings.
  
4. The verse lays down a very general rule which forbids investigating into things that one conceals from the eyes of others or does not like others to know. The word “tajassos” has been the subject of much interpretation. Its core meaning is to look for others’ affairs and try to know what they do or have done, how they live, what they think, and what they say. One of Iranian Muslim jurisprudents, after examining the opinions of authorities in Arabic language, concludes that the word “tajassos” refers to investigating and looking for what is concealed, whether for oneself or for others, whether out of good or evil motive, and whether the things investigated are good or bad.
 Thus, what is prohibitted is not necessarily investigating bad things. All things that people do not like others to know are covered. 
5. The above rule is not limited as to the place, means and the subject of investigation. Therefore, the prohibition is not confined to investigating and spying what is or goes on in the closed areas like home and residence. What is called “privacy in workplace” and “privacy in public” are also included. For instance, stopping a person in the streets and seracing, interrogating or inspecting him or her is forbidden according to the verse. On the other hand, the prohibition embraces investigating thoughts, beliefs,
 conduct and speech
 of others. Means of investigation is also irrelevant and covers the very ancient means such as peeping, following a person, and watching him or her and the most modern means like wiretapping, eavsdropping, controling telephones, electronic messages, SMS and so on.
6.  Prohibition of suspicion means prohibiting giving effect to suspicion. Suspicion is a state of mind and thus it cannot be regulated. Thus the prohibition relates to conduct based on suspicion. This is why it is followed by “do not spy” which implies that if someone is suspect of something, it is not allowed to engage in spying in order to verify suspicion. As a general rule, people who are suspect must be let alone.
7. The verse orders the believers to “avoid much suspicion” and states that “some suspicions are sins”. What appears from the verse is that “much” and not “all” suspicion is ordered to be avoided and that just “some” suspisions are considered sins. In other words, the verse implies that there are cases in which suspicion must not be avoided. But what are most suspicions that are prohibited? How can one distinguish the casese where suspicion must be avoided? One is safe to say that suspicion in matters relating to personal and private affairs of people must be avoided and must not form a ground for spying. This is supported by the context of the verse, in particular by the last part which prohibits backbiting which is concerned with propagating and disseminating faults and shortcomings of individual persons. In other words, in private affairs of individuals, good opinion and trust must govern, but in matters relating to social affairs and where the rights of others are concerned, avoidance of suspicion may not be allowed.
 This is, however, out of the area of privacy and takes the issue to public sphere. 
8. One important point derived from this verse is that Islam does not like evils to be spread among people.
 If someone has got any information from whatever source or despite of the prohibition of spying which indicates that someone has done something wrong, he is not allowed to spread the news among other people.
 Even sins people may happen to commit in their privacy and do not involve rights of others are immune of investigation, interrogation, propagation and reporting. Believers may be tempted to prevent the commission of sins in other people’s privacy by reporting the sins so committed. Believers may justify this by resorting to the duty of enjoining evils, since one way to prevent others from committing sins is to spread their news and distort their reputation, so that it may help refraining from the sins. But this temptation must be overcome, since violating privacy of others and their reputation is itself a sin much greater than the one they try to prevent.

II. Prohibition of Entering Houses without Permission
The Qur’an expressly forbids entering houses without permission:

“O you believe! Enter not houses other than your own, until you have asked permission and greeted those in them; that is better for you, in order that you may remember.” (24:27)

Most of the points I raised in the above section apply equally to this verse. Seen from a human rights perspective, this verse gives an entitlement to all human beings to be let alone in their houses and residence. It does not matter whether the houses people live in are their own. The prohibition of entry into houses without consent imposes a duty on all Muslims to respect the right of those inside to live as they please. The prohibition is regardless of the prupose of intrusion. Here, I relate two stories which are narrated in all Islamic sources when speaking about the verse. 

1. Samorat ibn Jondab had a palm tree in a house belonging to one of the residents of Medina. To visit the tree, Samorat used to enter the house without permission. The owner of the house protested many times without success. He brought his complaint to the Prophet who asked Samorat, and he refused, not to enter without permission. The Prophet proposed him to exchange his tree with another or even several trees in another place but he did not accept that either. The Prophet said to him that if he overlooked the tree, he would be rewarded with many in the Hereafter. Faced with his refusal, the prophet said to the house owner to uproot the tree and throw it in front of Samorat, announcing that there is no harm in Islam.

2. One night, ‘Umar, the second Kaliph, was patroling in the city when he heard songs and joy and sounds of wining and dining. Suspicious that there was a sin being committed, he climbed up the wall and entered the house. Addressing the man inside, ‘Umar said, “Oh, God’s enemy! I thought God had given you shame, but you are disobeying God.” The man replied to the Kaliph, “Do not be hasty; If I have done a single disobedience, you have done three. God has ordered not to spy and you spied; He ordered to enter the houses from their gates but you climbed up the wall; and He ordered not to enter houses without permission but you did.” ‘Umar regreted what he did and asked the man to forgive him and left the house. 
B. Privacy in Iranian Legal System
Iran’s constitution does not contain special provisions protecting privacy as such. Nor is there a law specifically addressing privacy. This does not mean that the basic elements of what is conceived of as privacy are not protected in the Constitution and Iranian law. As to the Constitution, here are some of the provisions that protects the right of individuals to privacy. Some of these provisions relate directly to some aspects of privacy and some others may be interpreted in a dynamic way to offer such protection:

· Iranian Constitution recognizes the enjoyment of all human, political, economic, social and cultural rights by all citizens of the country.
 The enjoyment is, however, made subject to the observation of Islamic criteria. The term “Islamic criteria” (Mavazine eslami) is used in several occasions in the Constitution and has given rise to some debate as to its proper meaning. Be it as it may, as we saw both Islam and international human rights instruments recognize the right to privacy. Therefore, it is a right which is protected in Iranian Constitution for all individuals.
· Iranian Constitution gives such an importance to freedoms of individuals that it provides that, “…no authority has the right to deprive legitimate freedoms, not even by enacting laws and regulations for that purpose, under the pretext of preserving the independence and territorial integrity of the country.”
   

· Iran’s Constitution is explicit in recognizing the right to privacy for non-Muslims. It is equally enjoyed by Muslims and non-Muslims. Article 14 provides that non-Muslims must be treated according to good morality and Islamic equity and justice and the State and Muslims are bound to respect their human rights.

· Article 23 expressly forbids inspection of personal beliefs and states that no one may be molested or taken to task simply for holding a certain belief.

· Reputation, life, property, home, and occupation of the individuals are inviolate according to Article 22. This Article refers to property and home but it may cover privacy in the workplace by an expanded definition of occupation.

· The main provision of the Constitution with respect to privacy is Article 24 which protects what can be said to constitute the core of privacy, that is “communicational privacy”: “inspection and failure to deliver letters, recording and disclosure of telephone communications, disclosure of telegraphic and telex communications, censorship, failure to transmit them, eavsdropping and all forms of spying are forbidden except as provided by law.” It is clear that the means of communication which is mentioned here is not exclusive and it covers new communication devices like email, SMS, and even online chats. The problem with this provision is that it excludes interference with privacy where it is authorized by law. It does not mention the qualifications and the requirements of the laws that may bear on privacy.  

· Informational privacy appears to find no place in the Constitution. According to Article 24, “Publications and the press have freedom of expression except when it is detrimental to the fundamental principles of Islam or the rights of the public. The details of this exception will be specified by law.” It seems very difficult to fit right to privacy within the fundamental principles of Islam, but it may be covered by the rights of the public. On the other hand, publication and disclosing of information relating to personal matters and detrimental to a person’s reputation is forbidden. It is true that non-detrimental information is not protected. 
Apart from the Constitution, there are other laws which protect many aspects of privacy. The two most relevant and effective laws are Islamic Penal Code which criminalizes violation of privacy and the Law of Criminal Procedeure Law which sets limits to investigating the crimes. A general provision in the IPC provides sanctions for any unlawful deprivation, by government officials, of liberty of individuals or the rights provided for them in the Constitution.
 Various provisions in the same law relate to unlawful arrest and detention. Entering into houses without permission and consent is also forbidden for judicial or non judicial officers and agents of the government.
 Infringement of communicational privacy by government officials and employees is also made subject to punishment.
 Disclosure of secrets held by some professions is also liable to punishment.
 LCP offers protection against searching and inspection of houses, premises and objects in cases there is no strong suspicion that the accused, instruments of crime or crime evidence may be found therein. The search warrant must in principle be issued by a judge.
 

Some Suggestions

Examining Iranian law reveals several gaps and shortcomings which are hoped to be improved by legislative acts in future. Some of these include the following:

1. There is no mention in Iranian Constitution of a general right to privacy. It is of great importance to include such a provision in any revising attempt.

2. A detailed comprehensive law for the protection of privacy is necessary. This law must include all elements of privacy ranging from traditional elements to most recent ones such as personal data, informational privacy and communications through new technologies.

3. Protection of privacy must extend to cover violations by private persons. Protection of privacy in present criminal laws in most cases does not cover situations where violations are done by individuals and private corporate entities.
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�  Universal Declation of Human Rights, Article  and the International Covenant on Civil and Political Rights, 


�  See, e.g., Judith DeCew, Privacy, in Stanford Encyclopedia of Philosophy, available at httpp://plato.stanford.edu/entries/privacy (“The term “privacy” is used frequently in ordinary language as well as in philosophical, political and legal discussions, yet there is no single definition or analysis or meaning of the term.”); Daniel J. Solove, Conceptualizing Privacy, California Law Review, vol. 90, 1087 (2002), (“Philosophers, legal theorists, and jurists have lamented the great difficulty in reaching a satisfying conception of privacy.”); James Michael, Privacy and Human Rights 1 (UNESCO 1994) (“Of all the human rights in the international catalogue, privacy is perhaps the most difficult to define.”) Quoted in PHR2005, Overview of Privacy at httpp://privacyinternational.org.    


�  The Constitution of the Islamic Republic of Iran, Principle 4. An English translation of the Constitution can be found at 


�  Principle 167 of Iran’s Constitution.


�  A hadith from the Prophet says that, “If the governor has suspicion on people he has spoiled them.” See, Yousef al-Qarzawi, Al-Halal wa-l Haram fil Islam, Dar Gharib li-Tiba’at (Cairo, 1976), p. 293, quoting from Sahih Abu Dawood and Sahih Nasa’i.


�  A hadith from the Prophet says that, “God has prohibited a Muslim’s blood and property and to be subject of suspicion”. Muhammad Baqir Majlesi, Bihar ul-Anwar, Dar ul-Kutub ul-Islamiyyah (1403 hijrah, Tehran), vol. 72, p. 200.


�  Imam Ali’s letter to Malik Ashtar, his governor to Egypt, orders him not to try to investigate people’s faults and shortcomings. Part of the letter is as follows:


“But be careful in forming your contacts (whether with the most important persons or the commoners); keep such people away from you and think them to be the enemy of the State who are scandal-mongers and who try to find fault with others and carry on propaganda against them because everywhere people have weaknesses and failings and it is the duty of the government to overlook (minor) shortcomings. You must not try to go in search of those weaknesses which are hidden from you, leave them to Allah, and about those weaknesses which come to your notice, you must try to teach them how to overcome them. Try not to expose the weaknesses of the people and Allah will conceal your own weaknesses which you do not want anybody to know.


…


Remember that backbiters and scandal-mongers belong to a mean and cunning group, though they pretend to be sincere advisers. Do not make haste to believe the news they bring and do not heed to their advice.”


Nahjul Balaghah, Letter 53, available at � HYPERLINK "http://www.al-islam.org/nahj/" ��http://www.al-islam.org/nahj/� 





�  Muhammad Taqi Modarresi, Min huda al-Qur’an, Dar Muhibbi al-Hussein (Tehran, 1999), vol. 13, p. 420 (“The verse prohibits spying by the State on its subjects in the same way as it prohibits spying by individuals.”)


�  One of the Shi’a jurisprudents rests the prohibition of spying on the four sources of Islamic jurisprudence, i.e. the Book, Sunnat, consensus and reason. As to the reason he says that, “reason considers spying as war against the lives of the people and transgression on their liberties and the things specifically belonging to them including their information and habits.” Muhammad Javad Mughniyah, Al-Tafsir ul-Kashif, Dar ul-Ilm lil-Malayin, 2nd ed. (Beirut, 1981), vol. 5, p. 412.


�  Some Muslim jurisprudents and interpreters of the Qur’an are of the opinion that the beneficiaries of the prohibitions are Muslims. The main argument for this opinion is that the verse is addressed to believers. See, Adel Sarikhani, Jasoosi va khianat be keshvar (Spying and Treason), Islamic Propagation Office Publications, 1995, pp. 115-17. But it is clear that believers, at best, are the duty bearers, though in this sense they are not the only duty bearers, since moral duties apply to all. On the other hand, mentioning a group or class of people as beneficiaries of a duty does not exclude other classes or groups unless they are expressly included or there were other reasons for excluding them. 


�  Mohsen ul-Kharrazi, Fi al-tajassos e wa al-taftish (on spying and inspection), Fiqh o Ahl il Bayt, No. 11-12 (1998), pp. 93-168 also available at � HYPERLINK "http://www.islamicfeqh.com/magazines/feqh11-12a/homep11-12a.htm" ��http://www.islamicfeqh.com/magazines/feqh11-12a/homep11-12a.htm�. Kharrazi classifies spying into four categories according to the purpose and intention for which the act is carried out: 1. spying that is for mere gathering information and news and for just knowing what other people do whithout having a particular purpose; 2. spying that is done for an evil purpose like violating one’s reputation, disseminating faults, harrassment, and so on; 3. spying for a correct and right reason which is considered to be necessary like protecting the state against enemies, preventing the spread of social corruption, preventing deviation, obtaining information on the way officials perform their duties, and so on; 4. spying for a good reason and purpose which is preferred but not necessary like finding the best people for social offices, finding scientific achievements, discovering people’s opinion, knowing social needs and so on. The two first categories are absolutely forbidden, he concludes. The two last categories are also forbidden but prohibition can be overridden by special proof that a more important interest is at stake.   


�  A hadith from Imam Sadiq says, ‘do not investigate about their religion, or you will remain without friends’. Mohammadi al-Reishahri, Mizan ul-Hikmat, Dar ul Hadith (Qom, IRAN), 1996, vol. 1, p. 392.


�  It is narrated from the Prophet that, “One who listens to what others say while they do not like him listen, his ears will be filled with melted lead.” Noor ul-Thaghalayin, vol. 5, p. 93.


�  There is a famous distinction among Muslim jurisprudents between “God’s Rights” and “People’s Rights” (“Hagh ul-Allah” and “Hagh ul-Naas” respectively). The first mainly refers to crimes such as adultry, sodomy, and drinking and the second refers to things like debt and to crimes such as theft. One can say that the first is mainly concerned with what people do in their privacy and where no one else’s right is at stake. For the distinction see, e.g., Abd ul-Qadir ‘Udah, Al-Tashri’ ul-Jina’I ul-Islami, Muassat ul-Risalat (Cairo, 1994), 13th ed., vol. 1, p. 135; Al-Tusi, Al-Mabsoot, vol. 8, pp. 162-3. 


�  Those who try to spread the news of evil acts done or alledged to be done by others are strongly blamed in the Qur’an and promised to be severely punished. The Qur’an says, “Lo! those who love that slander should be spread concerning those who believe, theirs will be a painful punishment in the world and the Hereafter. Allah knoweth. Ye know not. (24:19)





�  There are many hadiths that discourage people from reporting their own sins which if proved make them liable to punishment in Islamic jurisprudence. Therefore, self-incrimination is also blamed.


�  “Take what is evident by itself and leave what God has hidden from you.” Jalal ul-Din Abd ul-Rahman Soyouti, Al-Durr ul-Manthur, vol. 6, p. 99; Ghazzali counts among the conditions of Hisbah (enjoyning from evil) that evil be evident without investigation. Thus if one closes the door and commits a sin, it is not permitted to spy him. Ihya’ ulum ul-Din, vol. 2, p. 299. 


�  Article 20 of the Constitution.


�  Article 9.


�  Bagher Ansari, Harime khosoosi va hemayat az an dar hoquq e eslam, tatbighi va Iran, Journal of the Law Faculty of Tehran University, No. 66, Winter 1383 h. (2004), p. 37.


�  Article 570 of the IPC.


�  Articles 580, 694, 691, 692, and 694 of the IPC.


�  Articles 582 and 604 of the IPC.


�  Article 648 of the IPC.


�  For the details see, e.g., Bagher Ansari, op. cit. and Mansoor Rahmdel, Haghe ensan bar harime khosoosi, Law Journal of the Faculty of Law and Political Science of Tehran University, No. 70, Winter 1384 h. (2005).
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